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Implementation of concurrency
control mechanisms to enhance
the performance of multi-threaded
applications

By Ishanavi Jain

Abstract

Concurrency control is a crucial aspect of multi-threaded application development,
directly impacting performance and resource utilization.This research project investigates the
impact of various concurrency control mechanisms on the performance of multi-threaded
applications, specifically focusing on mutexes, semaphores, and lock-free data structures
implemented using queues.

Conducted in a Python environment within Google Colab, the study aims to
assess performance metrics such as execution time, cpu usage, and memory usage. Each
mechanism’s performance was evaluated through repeated trials, and the results were
aggregated and averaged to ensure reliability. By systematically evaluating these concurrency
control mechanisms, the project seeks to understand how each approach affects the efficiency
of applications in a multi-threaded context.

The findings reveal that the queue mechanism provides the fastest execution time, the
semaphore mechanism, on the other hand, exhibited the lowest CPU usage, and the mutex
mechanism offered a balanced performance in both speed and CPU efficiency. Memory usage
was similar in mutex and semaphore, but queue differed significantly from the other two.
These results show that the choice of concurrency control mechanism should be guided by
the specific requirements of the application, considering factors such as workload nature and
system architecture.
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Introduction

Multithreading is a concept that
allows the concurrent execution of
multiple threads within a single process,
enhancing the efficiency and performance
of applications (Burns, 2020). A thread is
the smallest unit of execution within a
process. Multiple threads can exist within
the same process and each thread operates
independently, while sharing resources such
as memory, and data, which enables the
concurrent execution of tasks (Sahu, 2023).

One of the main advantages of
multithreading is improved responsiveness.
In traditional single-threaded applications,
a lengthy task can make the application
unresponsive (Shiotsu, 2022). In
contrast, multithreading allows time-
consuming operations to run in separate
threads, ensuring that the application
remains responsive to user interactions
(GeeksforGeeks, 2024). Additionally,
multithreading helps in better resource
utilization. Threads share the same memory
space, which reduces the overhead
movement. This ensures optimal use of
CPU resources, especially in multi-core
devices where threads can work in parallel
across different processors (Multisoft Virtual
Academy, 2023).

There are multiple uses for
multithreading. For instance, web servers
employ it so that they can deal with
multiple client requests at once. Similarly,
games tend to have game logic, visual
effects as well as user input running on
separate threads concurrently. Additionally,
it enhances the performance of data
processing applications by dividing complex
tasks among smaller threads that run in
parallel (O’Reilly, n.d.).

While multithreading offers
many advantages, it also presents some
challenges. Managing multiple threads can
be difficult, as they might need to share
resources like memory. If not handled

correctly, problems such as data corruption
or unexpected behavior, which are known
as race conditions can occur. Additionally,
problems such as deadlocks might be
caused, whereby threads waiting for
resources to release each other get stuck,
freezing the application. Also, there can

be excessive overhead movement due to
multiple thread management which could
lower overall performance (Duffy, 2005).

Hence, concurrency control in a
multithreaded application is essential
as it ensures smooth running of several
threads without any inconsistencies or
errors taking place in between them. Some
synchronization techniques used include
mutexes, semaphores, control variables, and
locks among others.

Concurrency Control
Mechanisms

Mutex

Mutex (mutual exclusion) is a
synchronization primitive used in computer
programming to prevent multiple threads
from accessing shared resources at the
same time (Javatpoint, n.d.).

When a thread wants to enter a
critical section of code where shared data is
modified, it first needs to acquire the mutex
associated with that section (TechTarget,
n.d.). If the mutex is not locked, the thread
can proceed; if it is locked, the thread
will be queued until the mutex becomes
available.This way, only one thread can
execute critical sections, thereby ensuring
data integrity and consistency (Sheldon,
n.d.).

When it comes to performance,
mutex can cause overhead due to the need
for locking and unlocking. This may lead to
problems related to performance, if threads
are frequently entering or exiting critical
sections (Williams, 2024). On top of these
issues, incorrect usage of mutexes could
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lead to deadlocks (Baeldung, n.d.).

However, they are important for securing
access to shared resources when working
in multi-threaded environments and often
come equipped with techniques like priority
inheritance that try to handle priority
inversion concerns wherein low-priority
threads hold resources required by high-
priority ones (Hymel, 2021).

Semaphore

A semaphore is a synchronization
tool used to manage access to shared
resources in environments where multiple
entities operate concurrently (TechTarget,
n.d.).

It acts as a signaling mechanism
that helps to prevent conflicts and let
processes access the resource in orderly
fashion (GeeksforGeeks, 2024). A semaphore
has a count of available resources or slots,
which entities can safely check and modify.
It performs a decrease operation when it
wants to access a certain resource. If the
count is nil/zero, then the entity should
wait until resource becomes available
(Guru99, 2024). Conversely, a signal
operation increases the count, indicating
that a resource has been released that then
becomes available for use (Baeldung, n.d.)

In contrast to mutexes that limit
access to only one entity at a time,
semaphores can regulate multiple instances
of resources; this property makes them
extremely handy especially where there
are limited resources meant to be shared
among several processes (Shiksha.com,
2024). While semaphores offer flexibility and
efficiency in terms of managing resources,
they must be implemented with great
caution so as to avoid deadlocks among
other problems (Sahu, 2023). In general,
their functions cannot be underestimated
because they help ensure smooth running
and co-ordination of complicated systems
(Panchakot Mahavidyalaya, n.d.).

Lock Free Data Structures

Lock-free data structures are
specialized data structures designed for
concurrent programming that allow multiple
threads to operate on them without using
traditional locking mechanisms, such as
mutexes (Langdale, n.d.).

The main idea behind lock-free
data structures is atomic operations,
which guarantee that it is possible to finish
operations on a given structure without
being interrupted by other threads (O’Reilly,
n.d.). This is done through techniques like
compare-and-swap (CAS) and other non-
blocking algorithms that enable threads to
make progress without waiting for locks to
be released.

Lock-free data structures are
particularly useful in scenarios where
performance and responsiveness are critical
since they can reduce overhead associated
with locking and unlocking of resources
(O’Reilly, n.d.).Advantages of lock-free data
structures include enhanced throughput in
high-concurrency environments, as well as
the elimination of problems like deadlocks
and priority inversion common with lock-
based solutions. Moreover, scalability
improves because more than one thread can
work concurrently on the same structure
without blocking each other resulting
in lower latency and higher throughput
(O’Reilly, n.d).

Nevertheless, there are also some
disadvantages to consider. Development of
lock-free data structures can be intricate
and error-prone hence, deep understanding
of concurrency and memory models. While
they can mitigate some contention issues,
some threads may be perpetually denied
access to the data structure. Furthermore,
lock-free algorithms often require hardware
support for atomic operations, which may
not be available on all platforms, potentially
limiting their applicability in certain
environments (Duffy, 2005).
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Methodology

The implementation of different
concurrency control mechanisms plays a
crucial role in determining the performance
of multi-threaded applications. Moreover,
different concurrency control mechanisms
come with their own advantages and
disadvantages, which can significantly
impact the efficiency of multi-threaded
applications. The purpose of this experiment
is to evaluate how different these
mechanisms affect the performance of
multi-threaded applications. This study
examines three mechanisms: mutexes,
semaphores, and lock free data structures
(queues), using Python for implementation
and analysis.

Experimental Setup

Environment Used
Software: Google Colab, Python 3:10

Python Libraries used in the Project

‘os’ for operating system-dependent
functionality

‘threading’ for creating and managing
threads

‘time’ for measuring execution time
‘psutil’ for monitoring system resources
‘queue’ for thread-safe operations
‘pandas’ for data manipulation

‘matplotlib’ and ‘seaborn’ for data
visualization

‘gc’ to clear unused objects and reduce
memory footprint between experiment runs

Concurrency Control
Mechanisms

Mutex

Mutexes provide mutual exclusion,
allowing only one thread to access the
shared resource at a time. Implemented
using Python’s ‘threading.Lock’.

Semaphore

Semaphores control access to the
shared resource through a counter, allowing
a set number of threads to access the
resource concurrently. Implemented using
Python’s ‘threading.Semaphore’.

Lock Free Data Structures
(with Queues)

Queues provide thread-safe
operations without explicit locks, ensuring
atomic operations for adding and removing
elements. Implemented using Python’s
‘gueue.Queue’.

Procedure

Initialization

The shared resource was initialized
before each experiment: a list for mutex and
semaphore tests, and a queue for the lock
free data structures test.

Execution

Threads were created and started to
execute the target function, adding elements
to the shared resource. Each test was
run with 10 threads, each adding 100,000
elements to the shared resource.

Measurement

Performance metrics were measured
before and after the execution of threads.
Memory usage was calculated as the
difference in memory usage before and
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after the experiment, ensuring it was non-
negative.

Repetition

Each experiment was repeated three
times to ensure consistency and reliability of
results.

Data Aggregation

The collected data was aggregated
and averaged to smooth out fluctuations
and provide reliable results.The results were
stored in a structured format and converted
to a DataFrame for analysis.

Visualization

The results were visualized using bar
plots created with matplotlib and seaborn,
comparing execution time, CPU usage,
and memory usage across the different
concurrency mechanisms.

Comparison

The performance metrics were
compared to determine which concurrency
mechanism was most efficient.

Limitations

Hardware and Software Constraints

The results might have been
influenced by the specific hardware and
software environment used.

Python GIL

Python’s Global Interpreter Lock
(GIL) affects the performance of multi-
threaded applications, which may limit the
generalizability of the results.

Analysis and Results

The experiment was conducted
by running each concurrency control
mechanism (mutex, semaphore, and queue)
three times. The performance metrics
(execution time, CPU usage, and memory
usage) were recorded for each run. The
results were then aggregated by calculating
the mean of each metric across the three
runs to provide a reliable comparison. Table
1 below presents the average results of the
three mechanisms :

Table 1
Average results of mechanisms

Mechanism | Execution CPU Memory
Time Usage Usage
(seconds) (%) (bytes)
Mutex 29.713 121.933 | 2.091 x 10°

Semaphore 19.020 105.099 | 2.329 x 10°

Queue 13.615 144.733 | 2.580 x 109

Execution Time

The lock free data structure (queue)
mechanism had the lowest execution time,
indicating it was the fastest among the three
mechanisms. The semaphore mechanism
was slightly slower, while the mutex
mechanism was the slowest.

Figure 1
Execution time comparison

Execution Time Comparison

Semaphore
Concurrency Mechanism
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CPU Usage

The queue mechanism had the
highest CPU usage, suggesting it required
more processing power to manage access
to the shared resource. The semaphore
mechanism had the lowest CPU usage,
indicating it was the most efficient in terms
of CPU utilization.

Figure 2
CPU usage competition

CPU Usage Comparison

0

Semaphore
Concurrency Mechanism

Memory Usage

The memory usage for mutex and
semaphore was almost the same; however,
the queue mechanism significantly differed
from the other two,which could also mean
that it was not correctly implemented.
Overall, queue mechanism used the least
memory.

Figure 3
Memory usage competition

Memory Usage Comparison

Memory Usage (bytes)

Mutex Semaphore Queue
Concurrency Mechanism

Based on the results, the queue
mechanism showed the best performance
in terms of execution time, while the
semaphore mechanism was the most
efficient in terms of CPU usage. The memory
usage - which might not be accurate due
to a potential error in implementing the
mechanism - suggests queues mechanism
was the most accurate. Therefore, the
choice of concurrency control mechanism
should consider the specific requirements
of the  application, such as the need for
speed versus the need for CPU efficiency.

Conclusion

This research paper explored the
impact of different concurrency control
mechanisms—mutex, semaphore, and
queue—on the performance of multi-
threaded applications. The study aimed
to provide a comprehensive analysis by
measuring execution time, CPU usage, and
memory usage for each mechanism. The
experiment was conducted using Python on
a Google Colab environment.

These results we got from the experiment
highlight that each concurrency control
mechanism has unique strengths and is
suitable for different types of applications.
The semaphore mechanism excels in CPU
efficiency, the queue mechanism in speed,
and the mutex mechanism offers balanced
performance.

Based on these findings, we can
conclude that by understanding the
performance characteristics of each
mechanism and matching them with
application needs, developers can optimize
the efficiency, reliability, and scalability of
their multi-threaded applications.

Future Work

Concurrency control is a critical
aspect of multi-threaded applications,
influencing performance, resource
utilization, and system stability. This study
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provides valuable insights into the trade-
offs associated with different concurrency
mechanisms, helping developers make
informed decisions. Future research could
expand on this work by exploring additional
mechanisms, different workload types, and
real-world applications to further enhance
our understanding of concurrency control in
multi-threaded environments.

Project Link

https://github.com/Ishanavi/
ConcurrencyControl.git
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