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Abstract
	 The paper uses a thorough review of the current literature, governmental materials, 
and information available on ByteDance as the major source for analyzing the link between 
geopolitical aspects, privacy concerns, and user engagement with businesses. The study 
found that the uncertainty surrounding TikTok’s data usage and the ongoing tensions between 
China and the United States leads to a decline in user trust. This is particularly evident in the 
e-commerce sector, where individual privacy concerns directly affect customers’ buying habits 
and commercial involvement. This phenomenon would directly impact TikTok’s international 
e-commerce expansion, as well as user engagement on the platform; ultimately affect the 
platform’s overall growth and revenue potential. The paper concludes with recommendations 
for enhancing data privacy on TikTok such as reducing data collection from minors, putting 
stricter regulations on third-party data access and being more transparent about their data 
policies.
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Introduction
	 TikTok, a short-video sharing app 
by Beijing ByteDance Technology Co., has 
rapidly ascended to the top of the social 
media hierarchy with over a billion users. 
Besides the widely known function of 
creating short looping videos, it has also 
shown great dominances in the e-commerce 
sector. Currently, over 11% of U.S. households 
have made purchases via TikTok Shop since 
its launch in September 2023 (Earnest, 
2024). 

	 With TikTok’s massive user base 
and a growing e-commerce aspect, both 
consumers and business owners have been 
paying more attention to data security 
today. In relation to this matter, the sale-
off bill of TikTok in United States and China 
has attracted many arguments due to huge 
amounts of personal data that it collects: 
user locations, device details and behavior 
information. One possible concern of 
the US is how TikTok shares its data with 
third parties such as advertisers or even 
governments, which are sensitive issues 
given ongoing geopolitical tensions between 
the U.S. and China. Although the company 
claims that such collected information is 
used by its algorithms for calculations on 
personalized content in their platform, there 
can be no assurance that privacy will not be 
violated. Research findings have indicated 
that trust in the platform directly influences 
trust between venders and buyers (Wu 
et al., 2023). Therefore, it is worthwhile 
to analyze whether there is a correlation 
between engagement and trust to determine 
if there are economic benefits from a policy 
of enhanced data security and privacy 
measures.

	 Currently, there is a lot of research 
done regarding security and trust 
relationship. However, none of those papers 
specify what exactly that would mean to 
normal citizens. Questions like “Is data 
violation a concerning topic for the public, 
or is it driven more by political tension?” 

or “Does China’s political regime directly 
influence business engagement?” are rarely 
addressed. Addressing these questions can 
support normal citizens in engaging better 
with social media with a correct knowledge 
of technical security, as well as the interplay 
between data security, trust, and user 
engagement, ultimately leading to better 
business strategies on the platform. 

	 Based on the political policies of 
China and United States and the severity 
of privacy concerns, this paper will answer 
the research question “How do geopolitical 
tensions and differing privacy regulations 
between China and the United States 
influence user trust and engagement on 
TikTok?” Through this analysis, the paper 
will provide valuable insights into how 
these factors shape consumer attitudes and 
engagement. 

Literature Review 

Political Systems and Data Security
	 With the base of TikTok being in 
China, it carries many data security concerns 
for the foreign countries. China’s communist 
regime exerts a significant influence 
on the economic functions (including 
oversight, data control, and strategic policy 
implementations) implementing laws that 
are designed to enhance government 
access to data while ostensibly protecting 
user’s privacy (Zhao & Feng, 2021). Their 
implementation often prioritizes state 
security over individual privacy. 

Some of the current policies are: 
•	 Cybersecurity Law: Mandates real-name 

registration, restricts anonymity, and 
requires companies to store data locally, 
making it accessible to government 
authorities for surveillance and security 
purposes​. (China Cybersecurity Law, 
Article 24, 37) 
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•	 Data Security Law: Requires companies 
to classify data based on its importance 
and ensure that sensitive data is stored 
within China, preventing foreign access​. 
(China Data Security Law, Article 21, 31) 

•	 Personal Information Protection Law: 
Imposes stringent requirements on data 
processing, including obtaining user 
consent and ensuring data security. 
(China Personal Information Protection 
Law, Article 13, 51)

	 From observing the policies, it can 
seen how TikTok could be perceived as risky 
by countries like United States. The data 
localization requirements restrict the free 
flow of data and complicate compliance 
with international regulations, increasing 
operational costs for U.S. companies. The 
Chinese government to access data stored 
locally under these laws raises concerns 
about the use of this information in cyber 
warfare and economic espionage (Strand, 
2016). And lastly, control over data can be 
used strategically to assert geopolitical 
influence, as data is increasingly seen as 
a critical asset in international relations 
(Ciuriak, 2022). 

	 However, this doesn’t mean 
everything is negative; there is still a robust 
legislative framework for data protection and 
cybersecurity. Since the government has the 
right to access the data for their interests, 
it wouldn’t make sense for them to allow 
any data leakage. Similarly, if the data of an 
operator does not relate to national or social 
matters as indicated in Cybersecurity Law, it 
may not be classified as “important” hence 
is protected from such collection by the 
government - although some people argue 
that this clause raises controversy (Hong 
& School, 2017). Lastly, they might even 
favor the fact that they are the only ones 
with the data and would therefore work 
hard to protect it. Thus there seems to be 
no great likelihood of these possible risks 
without immense political tension. However, 
for countries like USA, where democracy 

prevails, there’s still more caution because, 
except in extreme cases, the state has 
no authority to order companies release 
their data. In this context, the US recently 
incorporated a sell-off bill requiring TikTok 
be sold off within 270 days or face a 
nationwide ban thereby showing strong 
concerns over privacy and security (Fung, 
2024). This suggests that this political 
regime could influence TikTok’s international 
expansion, potentially undermining the 
trust of companies unable to ensure long-
term data security and compliance, leading 
to decrease in engagement of business 
internationally. 

	 It is also essential to consider 
the potential exaggeration from the U.S. 
institution on privacy risks due to the 
geopolitical tension. Research may focus 
on the worst-case scenarios rather than a 
balance interpretation of possibility in data 
misuse. Similarly, this exaggeration might 
rally public opinion and introduce potential 
bias. 

General Privacy Concerns & TikTok 
Privacy Policies
	 Shifting the attention to privacy 
concerns for consumers, these concerns 
mainly arise from the ease of obtaining 
users’ personal data and the sharing of 
user data with third parties for advertising 
purposes. Under the guise of behavior 
analysis for better platform functionality, 
users’ behavior is constantly monitored by 
platform owners. This need for data sharing 
and disclosure complicates privacy research 
in this era (Wang et al., 2022). Trying be as 
holistic as possible for this essay, three 
dimensions will be addressed: awareness 
concerns (how much the user knows about 
data collection), usage concerns (how the 
data is used by the platform), and leakage 
consequences (the extent of harm to the 
users).



4

Equinox 
Issue

	 Based on current studies, it is 
suggested that users have low awareness 
and understanding of TikTok’s data security 
practices. TikTok’s publicly demonstrated 
privacy policies outline that only basic 
information is collected, such as profile 
information, user content, messages, 
purchase information, network contacts, 
identity, location information, and image 
and audio information (TikTok, 2022). 
However, the document doesn’t specify 
exactly how the data is used; most of 
the language in these policies is vague, 
commonly referencing the goal to “improve 
user experience,” which doesn’t offer clear 
insight into the data’s actual use. It is even 
suggested in an interview on CNN’s Anderson 
Cooper 360 with Ivan Tsarynny, CEO of 
Feroot Security, that TikTok could continue 
to access data even if the app is deleted, a 
capability that is not explicitly mentioned in 
the publicly available information on TikTok’s 
privacy policy (Feroot, 2024). Nevertheless, 
few users actually read the policies. 

	 Additionally, a significant portion 
of users recognize the potential dangers 
associated with TikTok. For example, a 
Pew Research study found that about 
six-in-ten Americans (59%) see TikTok 
as a major or minor threat to national 
security in the United States (McClain, 
2023). This concern further highlights the 
issue of transparency in data collection 
and usage. The fact that users do not 
feel secure despite the publicly available 
information on TikTok’s data security 
policies underscores the significance of a 
lack of clear communication. This unclear 
and often vague description of how TikTok 
handles security leads to increased worry 
among consumers. And when users are 
unsure about how their data is protected, 
it naturally result in a decrease in user 
engagement due to privacy concerns. 
However, it is worthwhile mentioning that 
though existing studies effectively document 
user’s awareness of privacy concerns, they 
often lack empirical data that show how 
these concerns directly influence a specific 

user’s behavior. The exact action being 
influenced need further research. 
TikTok has often said that its data collection 
is primarily used to build algorithms 
and enhance the user experience. 
However, actions taken by its parent 
company ByteDance suggest there may 
be discrepancies between what it claims 
and what actually happens. TikTok claims 
that all U.S. user data is stored in data 
centers in the United States and Singapore, 
but a 2022 investigation by Buzzfeed 
revealed that ByteDance employees in 
China accessed non-public U.S. user data 
“many times” (Congressional Research 
Service, 2023).  On top of that, TikTok CEO 
Chew cited research from the University 
of Toronto during his testimony, claiming 
that “TikTok does not publicly transmit 
data to the Chinese government.”; but the 
researchers themselves disputed this, noting 
that their analysis “could not understand 
what happened to user data after it was 
collected and transmitted back to TikTok 
servers”(Congressional Research Service, 
2023). This discrepancy suggests that 
ByteDance may not be fully adhering to its 
stated policies, raising questions about the 
actual usage of the data it collects. TikTok 
also grants access to numerous third-
party entities with the lack of transparency 
about how these third parties manage and 
protect data. This raises concerns that user 
data may be improperly handled or sold 
without clear guidelines. Finally, there are 
concerns that the information collected by 
TikTok could be used to create politically 
biased information that China. The U.S. 
Congressional Research Service has said 
that there are concerns that TikTok could 
spread misinformation, propaganda, or 
censored content, which could lead to 
the formation of an “information cocoon” 
that could polarize society for China’s own 
benefit (Congressional Research Service, 
2023). 

	 In discussing the consequences, this 
article will deliberately avoid the usual focus 
on specific case studies or enumerated 
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dangers. Instead, it will examine the types 
of information that can be accessed through 
TikTok and what this means for malicious 
Internet actors. Starting with profile 
information, TikTok collects and stores a 
variety of personal information, including 
your phone number, pictures and videos 
you post, like, or follow. This data can give 
a comprehensive picture of you, including 
your interests, social behavior, and basic 
personal information. Someone with access 
to this data can form a detailed profile of 
your identity and preferences. In addition 
to this, TikTok also records all message 
communications. This means that private 
messages a person exchanges with friends 
can be leaked, and someone can explore 
personal lives or vulnerabilities by accessing 
this information. The last and most worrying 
is location data, which allows someone 
to track an individual’s exact location: 
includes where a person lives, work, go on 
weekends, and even daily life routines(for 
example, when a person takes a nap). This 
data is extremely valuable and, after being 
analyzed over time, can reveal a lot about 
life patterns. The potential harm associated 
with problems such as stalking, burglary, 
and other malicious crimes is significant. 

	 Data security is a significant concern 
given the various issues discussed, however, 
these only become particularly pressing 
if these data were leaked. However, it is 
important to note that there is no clear 
incentive for the Chinese government or 
TikTok to deliberately leak this data, and 
there are no laws that openly permit the 
sale of such data without cause. 

Impact of Privacy Concerns on 
Business & Consumer Engagement
	 Though data security for TikTok 
remains a less obvious concern for many 
users, it is becoming increasingly clear that 
consumers are growing more aware of how 
their data is collected, stored, and used. As 
this awareness spreads, privacy concerns 
will likely become a more significant factor 
in how consumers engage with e-commerce 
of TikTok. 

	 This emerging market of TikTok, with 
its unique features such as the ability to 
stream and sell simultaneously, presents 
a vast opportunity. However, engagement 
is very important at this stage, and either 
businesses or consumers wouldn’t want 
to join if the security of the market cannot 
be confirmed. It has been demonstrated 
that a significant 70% of respondents 
reported their purchase intentions were 
directly influenced by privacy concerns 
when using TikTok Shop (Putri et al., 2023). 
This highlights that if TikTok can maintain 
it consumers’ trust and build a safe 
environment for it could be a major revenue 
spot for the company. However, this market 
is heavily built on trust, and historical data 
breaches have sown that privacy violations 
can lead to significant declines in users 
and business engagement. For example, 
the Cambridge Analytica scandal, where 
user information was accessed without 
consent and misused for political profiling 
and advertising, resulted in a short-term 
decline in daily active users and ad revenue 
for Facebook, along with hesitations from 
business partners (Brown, 2020). To avoid 
similar pitfalls, TikTok must prioritize data 
security, especially as its e-commerce 
platform is still in its growth stage, where 
competition is fierce, and trust is crucial. 
However, most current studies focus 
primarily on the U.S. and China, which may 
not fully represent the global population or 
encompass the regulatory environments of 
other regions.

Methodology
	 This paper does not incorporate 
primary research due to geopolitical 
sensitivities and access to Proprietary 
Information. From observing the difficulty to 
obtain firsthand data without encountering 
potential bias or legal constraint this paper 
utilizes soly secondary sources. Specifically 
this research was conducted through an 
extensive review of existing literature, 
focusing on scholarly articles, government 
document, and publicly available information 
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from TikTok’s original company ByteDance. 
The analysis is primarily based on critical 
review of these sources with primary 
experiment done by credible organization. 

	 The analysis of geopolitical tension in 
this essay is approached as a market battle 
between China and the United States. By 
examining sources published by both the 
Chinese and U.S. governments, the essay 
explores how these tensions impact user 
and business engagement on TikTok.

	 The privacy regulation aspect is 
analyzed through a dual lens: publicly 
declared regulations and hidden practices 
used by TikTok. This includes an examination 
of TikTok’s officially declared security 
policies and primary research conducted 
by organizations to uncover any undeclared 
data handling practices.

	 The sources prioritize government 
official document, followed by analyze 
of these material with research to find 
supporting academic paper. Sources are 
chosen based on the authorial credibility, 
applicability of the information and 
alignment with recent market. Data from 
those sources was extracted systematically. 
For example, legal documents addressing 
China’s privacy concerns were carefully 
reviewed to specific law (e.g. Cybersecurity 
Law). 

Discussion

The Extend of Influence of 
Geopolitical Tension and Privacy 
Regulation 
	 The potential risks associated with 
geopolitical tensions surrounding TikTok 
are more concerning than the documented 
cases, making the full impact of these 
tensions uncertain. The primary security risk 
is the possibility of the Chinese government 
accessing user data, which could potentially 
be used maliciously against other countries. 
Although current evidence suggests 

that actual misuse is unlikely, it is not 
impossible. Therefore, it is difficult to fully 
assess the extent of the influence, but it is 
clear that the situation is likely to become 
more concerning over time.

	 This uncertainty also slightly impacts 
the trustworthiness of the platform. As 
countries with growing concerns have 
already demonstrated actions such 
as potential shutdowns or regulatory 
crackdowns, this could deter business 
investments on the platform. This includes 
third-party investors, business partners, 
and influencers. Specifically, if influencers 
migrate to other platforms, they may take 
their followers with them, further reducing 
user engagement on TikTok.

	 The ambiguity surrounding TikTok’s 
privacy regulations—particularly the lack 
of transparency about data handling—fuels 
significant trust issues. This uncertainty 
particularly affects TikTok’s e-commerce 
sector, where users may engage with 
content (such as scrolling) but hesitate to 
make purchases due to privacy concerns. 
Over time, this decrease in market activity 
could lead to businesses exiting the 
platform due to declining consumer interest. 
Additionally, such ambiguity could attract 
businesses interested in exploiting user 
data, potentially causing TikTok to face a 
sharp decline in user engagement, similar to 
what happened with Facebook.

	 Looking into the future, while an 
outright regulatory ban remains possible, 
as seen with India’s 2020 ban, this paper 
considers it generally unlikely. A more 
probable scenario involves the enforcement 
of stricter and more transparent privacy 
regulations, which may require TikTok to 
collaborate with a Western-based company 
to handle data. This belief is based on the 
idea that no country is eager to escalate 
political tensions; banning TikTok outright 
could potentially trigger a data access 
conflict between the U.S. and China. 
Additionally, TikTok’s massive consumer base 
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and the many influencers who rely on the 
platform make a full shutdown less likely 
to gain public support. Lastly, ByteDance 
is unlikely to willingly withdraw from the 
U.S. market, given the platform’s growing 
influence and potential in the e-commerce 
sector.

Recommendations 
	 Based on the analysis of geopolitical 
tensions and privacy regulations, this section 
offers several recommendations. 

1.	 Limit data collection for children: 
Given that it is unlikely that TikTok can 
completely stop collecting personal 
data for its algorithms, this paper 
proposes that at the very least, the 
platform should limit the range of data 
collected from children. For instance, 
children under 16 should not be able to 
share location data or send their phone 
number, address, or contact information 
to strangers on the platform. This 
recommendation is based on the idea 
that individuals who may not have the 
resources to protect themselves if their 
data is compromised should minimize 
their online exposure. These additional 
protections for minors would help 
mitigate the data leakage risks discussed 
in the privacy concerns section. For 
example, it prevents the leakage of 
location data that could give malicious 
actors access to a child’s daily routines.  

2.	 Adjust algorithm for younger user: 
Additionally, this essay suggests that the 
algorithm used to calculate personalized 
content should not be applied to 
children under 12-14 depending on 
timing of human development and 
sexual education in that specific 
region. This is due to belief that early 
exposure to algorithm-driven content 
could negatively impact cognitive and 
emotional development, especially 
around sensitive topics like sexuality. 
This approach would also provide 

children with access to a broader range 
of information, thereby reducing the 
issue of information cocoons: which 
are associated with a lack of creativity 
and empathy. Moreover, not using the 
algorithm for younger children would 
minimize the platform’s influence on 
their development, making parents more 
comfortable with allowing their children 
to use TikTok, which could potentially 
lead to increase user engagement.  

3.	 Regulated third-party access: Current 
case studies and research indicate 
that the primary concern regarding 
data leakage comes from third-
party platforms. Therefore, this essay 
recommends that when users access 
third-party platforms through TikTok, 
they should first be reconfirmed with 
their consent. TikTok should also 
implement strict regulations on the 
amount of information third parties can 
access. This essay argues that there is 
no justification for third-party platforms 
to have access to all personal profiles; 
instead, TikTok should retain control of 
the data and handle recommendations. 

4.	 Enhance transparency: Most importantly, 
TikTok should openly and truthfully 
declare the amount of data they access, 
the regulations governing this data, 
and how it is used. If these aspects 
are addressed, this essay anticipates a 
significant improvement in user trust, 
which would likely lead to increased user 
engagement.

	 While some of the ideas like limiting 
data access for third parties may cause 
hesitation among some businesses and 
users, it is important to remember that 
TikTok’s e-commerce sector is a long-term 
endeavor with substantial competition. This 
paper believes that losing some businesses 
and users that might misuse the platform is 
a worthwhile trade-off for creating a more 
secure platform and fostering engaged 
users.
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	 In terms of consumer behavior, 
individuals are advised to limit the amount 
of personal information they share on TikTok. 
This is particularly important for younger 
users, who are more vulnerable to risks. 
Additionally, users should avoid discussing 
sensitive topics or sending private messages 
on the platform, as the current data 
transfer processes between platforms are 
opaque, and the potential consequences 
and ownership of data remain unclear. It is, 
of course, fine to engage on social media, 
but users should ensure they do not expose 
any information that could put them at risk. 
This advice is especially relevant in light 
of previous data breaches across social 
media platforms, which have exposed the 
vulnerability of users’ private information, 
for example, the 2018 Cambridge Analytica 
scandal. 

Conclusion & Future 
Research 
	 In conclusion, the intersection of 
geopolitical tensions and varying privacy 
regulations between China and the United 
States plays a critical role in shaping user 
trust and engagement on platforms like 
TikTok and Douyin. As the platforms expand 
their reach in global markets, concerns 
over data security and privacy have become 
increasingly prominent. The current issue 
revolves around Bytedance retaining 
control over the data generate by TikTok. 
This situation that exacerbates geopolitical 
tension and raise concerns about potential 
privacy violation bring distrust and worry 
that potentially influence engagement in 
the market. The findings of this analysis 
support the main argument that geopolitical 
factors and privacy issues significantly 
impact TikTok’s ability to maintain user 
and business trust. Specifically, ongoing 
geopolitical tensions raise significant 
concerns about TikTok’s data security, 
deterring business investment and the lack 
of transparency in TikTok’s data handling 
practices fuels trust issues, particularly 

affecting its e-commerce sector, where 
users may hesitate to make purchases on 
the platform.

	 This whole analysis is built upon 
a very generalized concept, addressing 
the overall connection of geopolitical 
tension, privacy regulation and users & 
business engagement. However, it lacks 
specificity regarding particular communities 
(superficially discussed, in the case of 
minors) and does not delve into the duration 
of the impact or the specific types of 
engagement affected. These aspects would 
benefit from more detailed exploration, 
which could be achieved through primary 
research that targets these precise variables.
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